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Problem Description
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- Attackers abuse the resources jol :
roxy —

of the (back-end) servers jol <

User sessions Servers/
containers

- Servers can be observed to be
“attacked” or “not attacked”



How to detect malicious users?

Periodically shuffle:

1. Shuffle(randomize) the mapping of sessions to
Servers

2. Observe the server status
3. Score users based on observation, e.g. +1 or -1

Observations
shuffle ——> —p Scores to users
on each server ]

Intuition: The attackers over time have higher scores.



Shufttle Example

(o [o[o




Shufttle Example

(o [o[o




Shuffle Example
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Shuffle Example
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Questions

* What is the right scoring function to use?
* How many shuffles are needed?
* What is the optimal group size?



Model _ S
) 5
M servers

N sessions sever
(K attackings, N-K benign sessions /)
Server capacity, A. (Server is online if a < A)
After one shuffle, the server can be:

Non-attacked(a < A) Attacked (a > A)
Score: Yy V1
After s shuffles, the sum of score of session i:
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Probabilities

There are N sessions (K attacking sessions, U = N -
K legitimate sessions)

* Define probability a(v, k, N, K) , having k attackers
in @ random selected subset of v sessions.

a(v, kN K) = () (ﬁ )/ (11\;)

Where v=N/M, the average number of sessions per
server (group size)



Probabilities

For a given attacking session i, the probability i is on:

Non-attacked Attacked

A—1
ga = Z a.(*n — 1,k U K — 1) Pa = 1-— da

k=0

For a given legitimate session i, the probability i is on:

Non-attacked Attacked
A
qB = Za(i_: —1,k,U-1,K)

k=0

pp=1—-gqp




Random walk model

* For attacking sessions

da Pa
St T Yo St St t 1 Score
Score after t shuffles
* For legitimate sessions
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Mean and Variance

After s shuffles:
For attacking sessions,

Mean Variance

s(pam + gavo) spaga(yo — 1)’

For legitimate sessions,

Mean Variance

s(pBY1 + qB7Y0) spBqB(Y0 — 71)2



Question

 Question: what is the minimum number of shuffles
needed?



Accuracy Level

* Decision threshold £
* Accuracy level ¢4, cg
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Number of Shuffles

* Question:
Given accuracy level ¢4, cg, what is the minimum

number of shuffles needed?
Approximate with normal distribution:

CA:(I)(MAS_IB), Cqu)(ﬁ_SuB)
Oa OB

Number of shuffles:

min s
s.t. >0

Ba=pH — ‘I’_l(ﬁ'ﬂ)f?i
Be =pup+ P (cg)op
Ba 2 BB



Solution

min s
s.t. >0
Ba = ps — 7 (ca)oi
Be = pup + @ (cB)os
Ba = BB

s is solved by:
s" = (m—0)" (®_1(CA)M+ @‘1(05)\/@)

HA — UB
decision threshold :
B* = ph — @ (ca)oh = pup + 27 (cB)os



Scoring function

* What is the right scoring function to use? y,, 1

2
. Y1 — 0
& = Cﬂ ( )
(pa —pB)71 + (94 — ¢B)Y0
0s” _ (vo=1)(pa+ga—ps—gqn)
070 (pa —pB) + (g4 — gB)Y0

All scoring functions are have the same s”



Experiment

* N'=12000; K = 20008, ; M =1000 [5] ; A=2

¥1=1 Yo =-1,
Cq=Cp = 0977, thUS q)_l(CA) — CI)_l(CA) ~ 2
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Optimal Group Size

* What is the optimal group size?

Number of shuffle heeded
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Number of sessions per server



Thank You!



